Our new VPN requires a Duo account, in addition to using a password, to authenticate and allow
access to AOS’ resources. Please complete the following steps to enroll and set up MFA with your
phone, tablet, or other device.

1. The following will be sent to the email we have on file so you may enroll your device:

Duo Security Enroliment
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@ Duo Security <no-reply@duosecurity.com> ) |2y 2 TRy G
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This is an automated email from Duo Security.

Your organization Invites you to set up a user account for Duo. You willfind Instructions from your Duo admin.
istrator below. If you P outto your s IT or help desk team

Hello,

Atmospheric Sciences is now rolling out Duo Security, a friendly and secure way
for you to log into your applications. Your administrator has invited you to set up
your account for Duo so you can start logging in.

To begin, click this link to enroll a phone, tablet, or other device:

://api-¢ i if roll?

code=162024a3edea3vsnsakey-(TNEEINED

Duo Security is a two-factor authentication service that strives to be easy to use
and secure. To learn more about Duo authentication, visit the guiﬂe here:

https://guide.duo.com/enroliment

Privacy Statement v

2. Follow the prompt and select Duo Mobile to receive a notification on your phone:

) UCLA frmoathercd .

First, add a device

You'll use this to log in with Duo. You can add

another option later.

__ Windows Hell
@ Use Windows

Welcome to
Duo a Duo Mobile

Get a notification or code on your device

Security

Your organization uses Duo Security to protect @ Security key

your identity. Create an account to get started. Use a security key

Learn more about Duo (5

5 Phone number
Get a text message

Get started

Need help? Secured by Duo




3. Enter your number when prompted to do so and confirm it on the next screen

< Back

Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number
= ‘ [| ]

Example: "201-555-5555"

| have a tablet

Need help? Secured by Duo

4. Download the mobile app to your phone if you do not have it installed, otherwise click Next
to be presented with a QR code:

< Back

Download Duo Mobile

On your mobile device, download the app from

the App Store or Google Play.

Next ‘

Need help? Secured by Duo



5. Onyour phone, open the Duo Mobile app and select the “Add” option then “Use QR Code”

€« Add accou

T Use QR code

Q Search

@ 1Passwond

Scan the QR code

You may specify a name for this account in the Duo Mobile app e.g. “AOS VPN”

You should now see the new entry on the Duo Mobile homepage

Back to where the QR code was displayed you have an option “add more devices”, this may
be skipped by selecting “l don’t want to add more devices”

10. Done!
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Setup completed!

You're ready to log in with Duo.
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